At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental heaith and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes,

For further guides, hints and tips, please visit nationalcollege.com.
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WHAT ARE
THE RISKS?

EVOLVING SCA

‘WhatsApp's popularity makes it
lucrative hunting ground for scammers.
R examples include posing as the
s child, requesting a money transfer
of a spurious ‘emergency’ - plus
n where fraudsters trigger o
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face ID authentication. They ¥ COMMUNITIES AND GROUPS
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—'Secret Code’ - where users seta ‘ A community is a collection of related groups on WhatsApp. They
Password for their locked chats. _ tan consist of thousands of users. Communities can often be used ﬁgl 3
unately, this function creates the scammers to target large groups, hoping someone clicks o rlink or
for young people to hide responds to their requests. In communities and groups, there are muitiple
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sent into the group.
EMPHASISE CAUTION

Encourage children to treat unexpected
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Advice for Parents & Educators VPING..

" ADJUST THE SETTINGS

It's wise to change a child's WhatsApp

DISCUSS GROUP CHATS

Make children aware that there could be

messages with caution: get them to consider
whether it sounds like something a friend or relative
would really send them. Make sure they know never
to share personal details over WhatsApp, and to be
wary of clicking on any links in messages. Setting up
two-step verification adds a further layer of
protection to their WhatsApp account.
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THINK BEFORE SHARING

a user posts to be shared more widely, even
children to consider how an impulsive message or forwardin,
reputation or upset a friend who sent semething to them in ¢
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Help children understand why it's important to stop and think before posting or
forwarding something on WhatsApp. It's easy — and all too common — for content that
publicly on social media. Encourage

g might damage their
onfidence.
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settings to specify which of their contacts

<an add them to group chats without needing
approval. You can give permission to ‘My Contacts'

or ‘My Contacts Except ... Additionally, if a child needs
to use ‘live location’, emphasise that they should
enable this function for only as long as they need -
and then turn it off. x
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sure they know

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying and cyber
safety policies for schools. She has written various academic papers and
carried out research for the Australian government comparing internet
USA and Australia.

4 respond to such situations
' Make sure they know that it's OK to leave a group

CHAT ABOUT PRIVACY

Check in with the child about how they're using WhatsApp, making

you only have their safety at heart. If you spot a 'Locked Chats®
folder, you might want to talk about the sort of
who they're talking to, and why they want to keep these chats hidden. Also, if
children send any 'view once’ content,
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Users of this guide do so at their own discretion. Ne liability is entered into. Release date: 20.09.2023 Last reviewed: 20.05.2024

members of a group that they don’t know well

and that words can be misinterpreted. Encourage
them to leave a good impression, to avoid joining in
if conversations turn towards bullying, and to

in an appropriate way.

chat if it makes them uncomtortable - or for any

reason, in fact.
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content they've stored in there,

it could be helpful to ask them why.
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